Cyberattacks are an emerging threat for Industrial Control Systems (ICS) that, given the tight coupling between the cyber and physical components, can have far-reaching implications. It is typical for contemporary ICS components to utilize Commercial-Off-The-Shelf (COTS) hardware and software, rendering them prone to vulnerabilities and exploitation techniques that afflict IT systems (Figure 1) . In an effort to demonstrate the ICS cyber threat landscape, we discuss a comprehensive methodology for designing an Advanced Persistent Threat (APT), which is a stealthy and continuous type of cyberattack with a high level of sophistication suitable for the complex environment of ICS. Retracing the steps and studying the objectives an attacker would take into consideration when designing a cyberattack enables us to demonstrate the potential impact of these attacks and identify critical entry points, vulnerable flows, and services of ICS. Finally, leveraging the generated intelligence, we discuss defensive strategies that can assist in thwarting such attacks.
Figure 1: The modernization of Industrial Control Systems exposes them to novel threats and cyber-attacks
The use of COTS components facilitates development and reduces commissioning time, but at the same time enables malicious actors to readily port ICT vulnerabilities to ICS environments, rendering ICS prone to the same vulnerabilities and exploitation techniques that plague ICT. ICS systems often control national critical infrastructure such as critical manufacturing, chemical plants, power grids, oil and gas systems, and nuclear plants. Taking this into consideration, the implications of cyber-security breaches can be far-reaching, including significant financial losses, environmental disasters, and loss of life.
ICS Cyber-attacks
Cyber-attacks targeting ICS are not only theoretical; several real attacks against ICS have been reported and studied to date. At the same time, the majority of cybersecurity related incidents are believed to remain unreported, since this would hurt the public image of vendors, industries, or even governments [3] . A prominent example of an ICS-targeting cyber-attack is Stuxnet, a nation state sophisticated attack against an Iranian uranium enrichment plant in 2009 [4] . More recent examples include an attack on a German steel mill in 2014 [5] and a partial blackout of the Ukrainian power grid in 2015 [6] . The common factor of these attacks is their physical world impact, demonstrating that cyber-attacks are no longer contained in the cyber realm. The forensic information gathered from known cyber-attacks indicates that, currently, the involved threat actors are highly motivated, sophisticated, and well-funded organizations or nation states. However, as more and more ICT and COTS components are deployed in ICS and the entry bar for threat actors is lower, we can expect the volume of cyberattacks against industrial environments to increase.
Designing an Advanced Persistent Threat
One of the most complex and evasive categories of cyber-attacks are Advanced Persistent Threats (APTs) [7] . These attacks are advanced in the sense that the attack strategies and exploitation techniques they utilize are tailored, highly sophisticated, span multiple attack vectors, and are stealthy. They are persistent in the sense that they establish a strong foothold within the target infrastructure, pursue their objectives over extended periods of time, and adapt to defense mechanisms deployed to thwart them.
In an effort to highlight the dangers that ICS face from the cyber domain and stress the importance of ICS cyber-security, we guide the reader through the steps an attacker would follow while designing an APT for industrial environments. This structured approach enables us to demystify APTs, identify critical entry points, and generate intelligence that can be leveraged by ICS stakeholders to better protect their infrastructure from cyber-attacks.
The overall design flow of an APT can be broken down in five interdependent steps, namely, 1) Reconnaissance, 2) Vulnerability discovery, 3) Payload design, 4) Payload delivery, and 5) Attack persistence. Figure 3 shows the progression and interdependencies between the different steps.
The APT design process begins with Reconnaissance, which is continuously undertaken throughout the lifetime of a cyber-attack campaign. During reconnaissance, the attacker collects and analyzes information regarding all aspects of the target system. The gathered information is then used during Vulnerability discovery. In this step, the attacker's aim is to discover potentially exploitable vulnerabilities in subsystems, devices, or services of the target system. The actual payload is developed during Payload design, where the attacker takes into consideration the available delivery mechanisms and objectives of the campaign, in addition to information gathered during reconnaissance. If the final payload does not fulfill the campaign's objectives, the APT design process can revert to the vulnerability discovery step. Moving forward, in the Payload delivery step the adversary uses exploitation techniques to exploit the discovered vulnerabilities and establish a delivery mechanism for the actual attack (i.e., the payload). The feasibility of delivering a payload within the target system is informed by the findings of the reconnaissance. If effective delivery mechanisms are not found, the design process reverts to the vulnerability discovery step. The final step is Attack persistence. During this step, the attacker identifies any corrective or defensive actions taken by the ICS operators to thwart cyber-attacks, through information from the continuously ongoing reconnaissance step. The attacker adjusts the existing payloads and payload delivery mechanisms accordingly, or develops new attack vectors, in an effort to bypass any deployed security mechanisms and ensure persistence of the cyber-attack.
The above described design process is repeated during the lifetime of a cyber-attack campaign, ensuring persistency and successful fulfillment of the campaign's objectives. A more extensive analysis of each step is presented below.
Reconnaissance
Reconnaissance is the process of gathering information regarding a target system or organization, with the purpose of extracting critical information that can enable an attack. Examples of such information include data regarding the users of a facility (e.g., business role, contact details, personal information), business strategies, network structure, hardware devices, configuration details, and software services [8] .
A first source of information is any publicly available information. This can be in the form of publicly available websites, corporate documents, press releases, vendor success stories, or reports that the target organization is legally bound to release publicly (e.g., environmental impact reports). Further information can be obtained from network interfaces. Reconnaissance of ICS networks can borrow techniques, tools, and methodologies from ICS (e.g., the Network Mapper -Nmap [9] ). Moreover, field devices may be directly routable from the public internet, either because of system requirements, or as a result of misconfigurations. In this case, information regarding ICS field devices can be extracted from device search engines such as Shodan [10] . One important objective of reconnaissance is to fingerprint software services and hardware devices deployed within the target system, i.e., identify specific software services or physical devices. In the context of ICS, fingerprinting translates to identifying the specific hardware and software of field devices. Common ICT tools capable of fingerprinting (e.g., Nmap and p0f) might not always provide adequate information. However, it is possible to leverage variations between ICS device implementations for the purposes of fingerprinting. For example, information regarding field device make and model can be extracted over commonly used industrial protocols. Such an approach has proven to be able to fingerprint ICS devices via the Modbus protocol by carefully crafting packet requests. The technique effectively exploits the different implementations of the non-standardized Modbus protocol by vendors, combined with the lack of built-in authentication mechanisms, and was validated on real field-deployed ICS devices indexed by Shodan [11] .
Vulnerability discovery
Leveraging the information gathered during reconnaissance, the attacker can focus on discovering vulnerabilities in the target process workflow, or the field-deployed devices themselves.
During vulnerability discovery, the attacker typically has two options: 1) use existing, known vulnerabilities, or 2) study the system and discover new, previously unseen vulnerabilities, also known as 0-day vulnerabilities 1 . In search of known vulnerabilities, the attacker could make use of readily available vulnerability scanner tools such as Nessus, Nikto, etc. [12] . These scan the target system to find versions of software services and operating systems for which known vulnerabilities have been publicly disclosed. In addition to the use of scanner tools, the adversary could discover vulnerabilities by querying vulnerability and disclosure databases such as the Open Source Vulnerability Database and the U.S. National Vulnerability Database. For ICS vulnerabilities discovered in field devices, the U.S. Department of Homeland Security maintains the ICS-CERT database [13] .
When known vulnerabilities cannot be found, or the campaign's objectives do not allow their use, 0-day vulnerabilities may be developed. 0-day discovery typically requires highly sophisticated technical analysis. Example methods include fuzzing 2 of network services or hardware equipment, and reverse engineering the firmware 3 of hardware devices. To facilitate the vulnerability discovery step, the attacker could obtain physical copies of the field devices used in the target organization, and replicate the target environment. To avoid the high cost of entire ICS facility replication and the inaccuracy of purely software simulations, a hybrid approach can be followed with Hardware-In-The-Loop testbeds. This setup adopts the benefits of both software simulations and hardware testbeds. At the same time, it enables realistic testing of vulnerabilities and keeps the cost low because of the reduced hardware requirements [14] . Figure 4 depicts the Hardware-In-The-Loop setup developed at NYU Abu Dhabi for studying ICS cyber-security. By using this setup, it is possible to perform vulnerability assessments across all different layers that constitute an ICS system -the hardware, firmware, software, network, and process layer ( Figure 5 ).
Payload design
The cyber-attack's objectives and, by extension, the payload, may change throughout the evolution of a campaign. The payload design step is thus variable and adjusts to the needs and objectives of the campaign. A payload's goal in the initial phase of a campaign may be, for example, to exfiltrate critical data, or strengthen the foothold of the attacker within the target system. At a later stage, the payload may be directed at the field level and aim to change certain operational parameters of the ICS environment. The latter requires an in-depth understanding of the ICS process and the potential presence of interlocks deployed in the system [15] . These types of attacks can be characterized as process-aware, since they are cognizant of details specific to the target ICS. By carefully analyzing the information from reconnaissance it is possible to construct a model of the ICS, identify the critical components of a system, and subsequently design a process-aware payload that can introduce arbitrary modifications to the process, including destroying the system [16] . Furthermore, under certain constraints, payloads may be automatically generated [17] .
Payload delivery
Following design of the payload, the attacker can study possible attack delivery mechanisms, including the discovery of exploitation techniques. In the case of known vulnerabilities, it is possible that an exploit already exists and can be readily utilized. Exploitation frameworks, such as Metasploit and CANVAS, can be of assistance to the attacker during this step [18] . These frameworks maintain databases of exploits, which they utilize to automatically exploit known vulnerabilities. In the case of a 0-day vulnerability, the attacker needs to develop new exploits. This can include modifying the firmware of field devices, using the network as a payload delivery mechanism (through the internet or the target's intranet), and using techniques to infiltrate and bridge air-gapped networks. Finally, physical devices programmed to automatically deploy an attack may play the role of Trojan horses. Users of the target facility could be tricked to deliver the attack (e.g., by dropping infected USB thumb drives in parking lots), or bribed/extorted to deploy a malicious node He has authored several publications in IEEE transactions and conferences, holds patents on privacy-preserving data processing, and serves in the technical program committee for various conferences. Michail is currently the faculty lead for the Embedded Security Challenge held yearly at various NYU global sites.
